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1 Executive Summary 
 
This Records Management Policy sets out how the Isle of Wight NHS Trust will manage its 
Corporate and Clinical records in totality across the Information Lifecycle of each specific 
record from initial creation of a record to its final archiving or eventual destruction of that 
record.  
 
The Records Management Code of Practice for Health and Social Care 2016 has been 
published by the Department of Health and Social Care to set out the required standards of 
practice in the management of all record types (Clinical and non-clinical/corporate) for those 
who work within or under contract to NHS organisations in England. It is based on current 
legal requirements and professional best practice. 
 
The Isle of Wight NHS Trust adopts the Records Management Code of Practice for Health 
and Social Care 2016, in order to ensure it meets current national guidance and best 
practice.  The Records Management Code of Practice for Health and Social Care is 
available for staff via the Trust intranet site and must be followed at all times.  Therefore this 
policy statement aligns with this Code of Practice. 
 
Records Management is “the field of management responsible for the efficient and 
systematic control of the creation, receipt, maintenance, use and disposition of records, 
including processes for capturing and maintaining evidence of and information about 
business activities and transactions in the form of records”. (BS ISO 15489-1:2001(E). 
 
In this context a record is anything, which contains information (in any media) which has 
been created, or gathered as a result of any aspect of the work undertaken by the Trust. 
 
The Trust recognises the importance of effective records management, that records are both 
a Corporate and an information asset and that it is committed to the ongoing improvement of 
its records management functions.  Effective records management will result in:- 
 

 Supporting appropriate Policy formation 

 Managerial decision making  

 Protecting the interests of the Trust 

 Protecting the rights of patients, staff and members of the public  

 Improvements in patient care. 

 Improvements and support in business continuity, and planning. 

 Improved business resilience. 

 More effective and efficient use of time and resources. 

 Improved safety and security of records. 

 Compliance with legislation and standards. 

 Reduced costs. 

2 Introduction 
 
All NHS Records are public records under the terms of the Public Records Act 1958. The 
Trust has a statutory duty under the Public Records Act to make arrangements for the safe 
keeping, retention, preservation and/or destruction of such records.  
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The National Archives is the body that is responsible for advising on the management of all 
types of public records, including NHS records. The National Archives has general oversight 
of the arrangements for the permanent preservation of records in local records offices, which 
have been formally approved by them as Places of Deposit. 
 
The Introduction to The National Archives’ Records Management: Standards and Guidance 
document states:- 
 
“A systematic and planned approach to the management of records within an organisation, 
from the moment the need for a record to be created is identified, through its creation and 
maintenance to its ultimate disposal ensures that the organisation has ready access to 
reliable information. An organisation needs to maintain that information in a manner that 
effectively serves its own business needs, those of Government and of the citizen, and to 
dispose of the information efficiently when it is no longer required.” 

3 Definitions 

3.1 Record 
 
The Trust uses the word record to describe any information created, or stored for business 
purposes in any media format (including electronic, digital or paper), including those relating 
to patient care and any corporate functions for example:- 
 

 Health and Social Care Records  

 Records relating to employees records 

 Records relating to finances  

 Records relating to any Trust business activities 
 

3.2 Records Management 
 
Records Management is “the field of management responsible for the efficient and 
systematic control of the creation, receipt, maintenance, use and disposition of records, 
including processes for capturing and maintaining evidence of and information about 
business activities and transactions in the form of records”. (BS ISO 15489-1:2001(E). 

3.3 Information Assets 
 
An Information Asset is a definable piece of information, stored in any manner which is 
recognised as 'valuable' to the organisation, for example operating systems, infrastructure, 
business applications, off-the-shelf products, services, user-developed applications, records 
and information.  Information Assets are the systems by which the Trust maintains its 
records. 

3.4 Information lifecycle 
 
The term Information lifecycle, applies to the approach taken in relation to any record used 
by the Trust, from its creation, through to its final archiving or eventual destruction in 
accordance with the Records Management NHS Code of Practice. 
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4 Scope 
 
All staff across the Trust, including agency, locum, staff bank, volunteer’s contractors and 
sub contracted parties are required to adhere to the Department of Health Records 
Management: NHS Code of Practice and this policy statement sets out the key 
responsibilities across the Trust in order to facilitate this. 

The Chief Executive and Senior Managers, under the Public Records Act 1958 S.3 (1) / (2), 
are personally accountable for Records Management within the Trust.  They have a legal 
duty to make arrangements for the safe keeping of Records under the overall supervision of 
the keeper of Public Records Office (PRO).  The Department of Health is the liaison point 
between them and the PRO.   

The effective management of records applies equally to hard copy/paper as well as 
electronic records and this policy therefore applies to all staff who use or process any type 
of record (clinical or non-clinical) in any form of media format for NHS business purposes in 
accordance with the  Data Protection Regulations and associated legislation. See section 11 
references. 

5 Roles and Responsibilities 

5.1 Chief Executive  
 
The Chief Executive, as Accountable officer, has overall responsibility for records 
management across the Trust and must ensure that appropriate systems and processes are 
in place to ensure compliance in effective records management. They are responsible for the 
management of the organisation and for ensuring appropriate mechanisms are in place to 
support service delivery and continuity through the provision of effective records.  The Chief 
Executive has delegated certain responsibilities in relation to records management to key 
individuals across the Trust as below.  

5.2 Director responsible for Records Management (Senior Information Risk 
Owner)   

 
The Director with lead responsibility for records management across the Trust is the Senior 
Information Risk Owner (SIRO).    
 
The lead Director for Records Management is responsible and accountable for ensuring that 
the Trust has in place an effective records management framework including all relevant 
policies listed in section 10. 
 
 
The SIRO is responsible for understanding how the strategic business goals of the Trust 
may be impacted by information risks, including any risks relating to records management 
and ensuring they are mitigated effectively.  
 
The SIRO will act as an advocate for information risk on the Board and in internal 
discussions, and will provide written advice to the Accountable Officer on the content of the 
Annual Governance Statement in regard to information risk relating to records management. 
 
The SIRO for the Trust is the Director of Governance & Risk. 
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5.3 Director responsible for Data Quality / False or Misleading Information 
Offence (FOMI) 

 
The Care Act 2014 put in place a criminal offence applicable to care providers who supply, 
publish or otherwise make available certain types of information that is false or misleading, 
where that information is required to comply with a statutory or other legal obligation. The 
offence also applies to the ‘controlling minds’ of the organisation, where they have 
consented or connived in an offence committed by a care provider.   In particular this relates 
to information provided to regulators, but also covers such areas as clinical coding and the 
Quality Account for example. 
 
The Executive Director with responsibility for data quality on which a number of these 
publications rely is the Director of Finance, Estates and IM&T. 

5.4 Caldicott Guardian (Medical Director) 
 
The Caldicott Guardian has a specific responsibility to oversee all procedures affecting 
access to person-identifiable dataand is responsible for ensuring person identifiable data is 
shared appropriately and securely.  
 
The Executive Director allocated to the role of Caldicott Guardian within the Trust is the 
Medical Director. 

5.5 Information Governance Lead Officer (IGLO) 
 
The Information Governance Lead Officer is responsible for the development of a records 
management policy which meets all relevant national best practice and requirements.  In 
addition the IGLO has responsibility for supporting the Trust’s Information Asset Owners 
(IAOs) and Information Asset Administrators (IAAs) to carry out their functions effectively in 
relation to this policy. 
 
The IGLO is also responsible and accountable for maintaining an accurate register of 
Information Asset Owners and Administrators. 
 
The IGLO takes responsibility for ensuring that quantitative audits relating to records held 
within the Trust’s corporate services are undertaken on an annual basis.  The results of 
these audits will be reviewed at the Information Governance Sub Committee. 
 
The IGLO is responsible for coordinating reviews of all IG related incidents (including 
incidents relating to missing or misplaced records) reported through the Trust’s incident 
management system (DATIX), and their evaluation in line with NHS Digital Guide to the 
Notification of Data Security and Protection Incidents.  This will include, where appropriate, 
escalation to the Information Commissioners Office (ICO) through the Data Security 
Protection Toolkit portal.   

5.6 Information Officer 
 
The Information Officer ensures that that the Trust complies with the Records Management 
Code of Practice in terms of the archiving and ultimately the destruction of any paper 
records, through the support of Information Asset Owners and Information Asset 
Administrators.  
 
The Information Officer maintains a paper records lifecycle database which supports 
effective information lifecycle management, and provides a monthly update to the 
Information Governance Sub Committee (IGSC). 
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The IGSC is responsible for overseeing compliance with this policy. The IGSC will also 
consider and review the results of any records management audits undertaken, including the 
effectiveness of any resultant action plan.  

Records Management and associated risks is included as a standing item on the IGSC 
agenda. 

5.7 Information Steering Group (Data Quality Group) 
 
The Information Steering Group will seek to:- 
 

 Identify Data Quality Issues in relation to records 

 Investigate the cause of data quality issues (systems, processes, training, staff) 

 Determine solutions to minimise or eradicate data quality issues 

 Focus on data quality issues that have an impact upon: 

o The quality and safety of the care IW NHS Trust provides 

o Data recording that has an impact upon the income recovery and our 

commissioning relationships 

o National, regional and local data requirements and targets 

o Analysis that supports the clinical, operational, strategic and productive 

delivery of IW NHS Trust services 

5.8 Information Asset Owners 
 
IAOs are directly accountable to the Senior Information Risk Owner and must provide 
assurance that information risk is being managed effectively in respect of the information 
assets that they are accountable for (‘own’), across their areas of responsibility.  This will 
necessitate the need for them to have in place robust Standard Operating Procedures or 
Policies in relation to these information assets, setting out, how the asset is to be used.   In 
the context of this policy, this will entail the need to set out how records (electronic and 
paper) are managed throughout their lifecycle for each information asset, including:- 
 

 Rules for creating, referencing, titling, coding, indexing and protective marking of 
records 

 What information should be retained in a record 

 Rules for the movement/tracking of records 

 Location of records 

 Storage of records 

 Access to records 

 Business Continuity planning in relation to records 

 Closing of records 

 Archiving and ultimately destruction of records, including the correct process to be 
undertaken in line with the retention schedules set out in the code of practice. 

 Management and review of Data Sharing Agreements 

5.9 Information Asset Administrators (IAAs) 
 
IAAs assist the IAOs in delivering the information risk assurance and have day to day 
responsibilities for management of information risks affecting specific information assets. 
IAAs are operational senior members of staff who understand and are familiar with 
information risks in their area or department, e.g. Department Managers/leads and Internal 
Audit.  IAAs will implement the Trust’s Information Governance and Risk Policy and risk 
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assessment process for those information assets they support. They will provide assurance 
reports to the relevant IAO as required.  

5.10 The Clinical Effectiveness Team  
 
The Clinical Effectiveness Team are responsible for monitoring the standards and quality of 
clinical record keeping through reviews of service specific audits undertaken. 

5.11 Managers  
 
All Managers are responsible for ensuring that all staff are compliant with policies and 
procedures at Trust wide and service level in relation to records management. 
 
Managers should undertake regular quality checks in relation to the quality of records 
maintained across their service areas, and take appropriate steps to address and improve 
any issue of concern.  In addition they should periodically and routinely review records to 
determine what can be disposed of or destroyed. 
 
Managers must ensure that their staff are competent in effective records management, and 
have attended all required training in line with their training profile. 
 
5.12  All Staff 
 
All staff working in the Trust must demonstrate compliance with Trust wide and service 
specific policies and procedures relating to records management, including ensuring they 
utilise the appropriate information asset in the defined way. 

6 Policy detail/Course of Action 
 
 
Information Asset Owners are responsible for ensuring that policies and procedures are in 
place for each information asset employed by the Trust, including any paper records and 
electronic records setting out the following:- 
 

 Rules for creating, referencing, titling, coding, indexing and protective marking of 
records 

 Record maintenance including rules for the physical movement and tracking of 
records. 

 What should be saved in a record 

 Access and disclosure  

 Location of records 

 Availability of records and reporting of all records related breaches including 
availability, integrity and confidentiality incidents. 

 Storage of records 

 Business Continuity planning in relation to records 

 Closing of records where appropriate. 

 Archiving and ultimately destruction of records, including the correct appraisal 
process to be undertaken in line with the retention schedules set out in the code of 
practice. 

 Rules relating to any information sharing arrangements and how staff can ensure 
compliance. 
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Full guidance is detailed within the Records Management Standard Operating Procedure. 
See appendix  
 
The aim of the Trust’s Records Management Policy is to ensure that:-  

 records are available when needed - from which the Trust is able to form a 
history/timeline of activities or events that have taken place; 

 

 records can be accessed - records and the information within them can be located 
and displayed in a way consistent with its initial use, and that the current version is 
identified where multiple versions exist; 

 

 records can be interpreted - the context of the record can be interpreted: who 
created or added to the record and when, during which business process, and how 
the record relates to other records; 

 

 records can be trusted - the record reliably represents the information that was 
actually used in, or created by, the business process, and its integrity and authenticity 
can be demonstrated; 

 

 records can be maintained through time - the qualities of availability, accessibility, 
interpretation and trustworthiness can be maintained for as long as the record is 
needed, perhaps permanently, despite changes of format; 

 

 records are secure - from unauthorised or inadvertent alteration or erasure, that 
access and disclosure are properly controlled and audit trails will track all use and 
changes. To ensure that records are held in a robust format which remains readable 
for as long as records are required; 

 

 records are retained and disposed of appropriately - using consistent and 
documented retention and disposal procedures, which include provision for appraisal 
and the permanent preservation of records with archival value; and 

 

 staff are trained at a level commensurate with their role, in line with their 
mandatory training profile and the Information Governance Training Needs 
Analysis- so that all staff are made aware of their responsibilities for record-keeping 
and record management. 

7 Consultation 
 
In order to ensure that this policy is fit for purpose the following have been consulted:- 
 

 Digital Steering Group 

 Information Steering Group. 

 Information Governance Sub Committee 

8 Training 
 
All Trust staff must undertake annual Data Security Awareness training in line with their 
specific role and as detailed within the Information Governance Training Needs Analysis. 
 
In addition prior to accessing any Information Asset staff must be trained in its use, either 
through e-learning or face to face training as appropriate. 
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9 Monitoring Compliance and Effectiveness 
 
The Trust will undertake regular systematic records management audits on its corporate 
systems in conjunction with departmental managers, led by the Information Governance 
Lead Officer.   
 
Audit results will be presented to the IGSC for consideration and formulation of action plans 
to address any identified deficiencies in either the standard of record keeping or retrieval.  
  
The Trust will have an organisational-wide, multi-professional audit of clinical record keeping 
standards which include accuracy for all professional groups in all specialties.  Standards 
and quality of clinical record keeping will be monitored at least annually by the Patient Safety 
Patient Experience, and Clinical Effectiveness Team. 

 
Any areas of concern/issues identified by audits will be notified to the relevant IAO and 
reported to the IGSC for any necessary actions to be undertaken. This will ensure that the 
standards of record keeping and management within the Trust are maintained to the highest 
standard and are appropriately owned. 

 
The number of Records Management related incidents including any which meet the 
threshold requiring investigation as a Serious Incident (SI) and those reportable to the 
Information Commissioner’s Office, are reported through the Trust’s incident management 
system DATIX.  This will give an indication of the areas and systems that are seen to be 
failing this policy and allow the Trust from the ‘lessons learned’ outcome of the investigation 
to continually improve the management of the Trust’s records. A monthly IG incident report 
will be presented at IGSC and the IG department will work with the relevant IAOs and IAAs 
from the areas affected to ensure that improvements are maintained. 
 

10 Links to other Organisational Documents 
 
Data Quality Policy 
Health Records Policy  
Information Governance Policy including the Management of Risks 
Freedom of Information Policy  
Missing/Misplaced Records Procedure 
Records Management Code of Practice for Health and Social Care 2016 
Records Management Standard Operating Procedure 
Information Governance Framework 
Information Lifecycle Management 
Data Sharing Procedure 
Individual Rights Policy 
Information Governance Third Party Policy 
Safe Haven Policy 

11 References 
 
NHS Confidentiality Code of Practice 
General Data Protection Regulations (GDPR) 
Data Protection Act 2018 
Freedom of Information Act 2000 
Environmental Information Regulations 2004 
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Health and Social Care Act 2008 
Public Records Act 1958 
Caldicott Reviews of Patient Identifiable Information 1997, 2004 and 2016 
 

12 Appendices 
 

Appendix A  Financial and resourcing impact assessment on policy implementation 
Appendix B  Equality Impact Assessment 
Appendix C  Information Risk Management Structure 
Appendix D Standard Operating Procedure for Missing Misplaced or Unavailable Records 
Appendix E  Template Records Management Standard Operating Procedure  
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Appendix A 
 

Financial and Resourcing Impact Assessment on Policy Implementation 
 

NB this form must be completed where the introduction of this policy will have either a 
positive or negative impact on resources.  Therefore this form should not be completed 
where the resources are already deployed and the introduction of this policy will have no 
further resourcing impact. 

 

Document 
title 

Records Management Policy 

 

Totals WTE Recurring  
£ 

Non-
Recurring £ 

Manpower Costs   N/A N/A N/A 

Training Staff  N/A N/A N/A 

Equipment & Provision of resources  N/A N/A N/A 

 
 
Summary of Impact:  
 
Risk Management Issues:   

Benefits / Savings to the organisation:   
 
Equality Impact Assessment 
 
 Has this been appropriately carried out?    YES/NO  
 Are there any reported equality issues?    YES/NO 
 
If “YES” please specify:  
 

Use additional sheets if necessary. 
 
 
 
Please include all associated costs where an impact on implementing this policy has been 
considered.  A checklist is included for guidance but is not comprehensive so please ensure 
you have thought through the impact on staffing, training and equipment carefully and that 
ALL aspects are covered. 

Manpower WTE Recurring £ Non-Recurring £ 

Operational running costs N/A N/A N/A 

    

Totals: N/A N/A N/A 

 

Staff Training Impact Recurring £ Non-Recurring £ 

    

Totals:     
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Equipment and Provision of Resources Recurring £ * Non-Recurring £ 
* 

Accommodation / facilities needed N/A N/A 

Building alterations (extensions/new) N/A N/A 

IT Hardware / software / licences  N/A N/A 

Medical equipment N/A N/A 

Stationery / publicity N/A N/A 

Travel costs N/A N/A 

Utilities e.g. telephones  N/A N/A 

Process change N/A N/A 

Rolling replacement of equipment N/A N/A 

Equipment maintenance N/A N/A 

Marketing – booklets/posters/handouts, etc. N/A N/A 

   

Totals: N/A  N/A  

 

 Capital implications £5,000 with life expectancy of more than one year. 
 

Funding /costs checked & agreed by finance: N/A 

Signature & date of financial accountant: N/A 

Funding / costs have been agreed and are in place: N/A 

Signature of appropriate Executive or Associate Director: N/A 
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Appendix B 

 
Equality Impact Assessment (EIA) Screening Tool 

 

 
1. To be completed and attached to all procedural/policy documents created within 

individual services. 
 

2. Does the document have, or have the potential to deliver differential outcomes or affect 
in an adverse way any of the groups listed below? No 
 
If no confirm underneath in relevant section the data and/or research which provides 
evidence e.g. JSNA, Workforce Profile, Quality Improvement Framework, 
Commissioning Intentions, etc. 
 
If yes please detail underneath in relevant section and provide priority rating and 
determine if full EIA is required. 

 

Gender 

 Positive Impact Negative Impact Reasons 

Men 
√ N/A 

 

Women 
√ N/A 

 

Race 

Asian or Asian 
British People 

√ N/A 
 

Black or Black 
British People 

√ N/A 
 

Chinese 
people  

√ N/A 
 

People of 
Mixed Race 

√ N/A 
 

White people 
(including Irish 
people) 

√ N/A 
 

Document Title: Records Management Policy 

Purpose of document 

To set out the approach to Records management for the Isle of Wight 
NHS Trust and align with the national records management guidance 
as detailed within the department of Health records Management NHS 
Code of Practice   

Target Audience All staff 

Person or Committee undertaken 
the Equality Impact Assessment 

Tony Martin 
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People with 
Physical 
Disabilities, 
Learning 
Disabilities or 
Mental Health 
Issues 

√ N/A 

 

Sexual 
Orientat
ion 

Transgender 
√ N/A 

 

Lesbian, Gay 
men and 
bisexual 

√ N/A 
 

Age 

Children  
 

√ N/A 
 

Older People 
(60+) 

√ N/A 
 

Younger 
People (17 to 
25 yrs.) 

√ N/A 
 

Faith Group 
√ N/A  

Pregnancy & Maternity 
√ 

N/A 
 

Equal Opportunities 
and/or improved 
relations 

√ 
N/A  

 
Notes: 
 
Faith groups cover a wide range of groupings, the most common of which are Buddhist, 
Christian, Hindus, Jews, Muslims and Sikhs. Consider faith categories individually and 
collectively when considering positive and negative impacts. 
 
The categories used in the race section refer to those used in the 2001 Census. 
Consideration should be given to the specific communities within the broad categories such 
as Bangladeshi people and the needs of other communities that do not appear as separate 
categories in the Census, for example, Polish.  
 
3. Level of Impact  
 
If you have indicated that there is a negative impact, is that impact: 

  YES NO 

Legal (it is not discriminatory under anti-discriminatory law)   

Intended   

 
If the negative impact is possibly discriminatory and not intended and/or of high impact then 
please complete a thorough assessment after completing the rest of this form. 
 
3.1 Could you minimise or remove any negative impact that is of low significance?   Explain how 
below: 

 
 

3.2 Could you improve the strategy, function or policy positive impact? Explain how below: 
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3.3 If there is no evidence that this strategy, function or policy promotes equality of opportunity or 
improves relations – could it be adapted so it does?  How? If not why not? 

 
 

Scheduled for Full Impact Assessment Date: 

Name of persons/group completing the full 
assessment. 

Tony Martin 

Date Initial Screening completed 17.2.16 
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Appendix C - Isle of Wight Information Risk Management Structure (IRM Structure) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Accountable Officer 

Maggie Oldham 

IAO 

SWCH Care 
Group – 

Associate 
Director of 
Operations 

Vicky Lauchlan   

 

Designated IAAs 

IAO 

Medical Care 
Group – 

Associate 
Director of 
Operations 

Charlise 
Cuthbert  

Designated IAAs 

 

IAO 

CSCDS Care 
Group – 

Associate 
Director of 
Operations 

Amanda 
Shaw  

 

Designated IAAs 

IAO 

MH & LD – 
Head of MH & 

LD 

Chris 
Ainsworth 

Desginated IAAs 

 

 

 

IAO 

Urgent & 
Emergency 
Care – Head 

of Ambulance 
Service 

Victoria 
White 

 

 
Designated IAAs 

IAO 

Urgent & 
Emergency Care 

Liz Wells 

 

IAO 

Nursing, 
Midwifery, AHP 
& Community 

Services  

Judy Dyos,  

Nicola Longson,  

Designated IAAs 

IAO 

Medical Director 

Lisa Reed, 

Tricia Smith 

 

Designated IAAs 

IAO 

Finance, Estates, 
IM&T, Strategy & 
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Hendey, Paul Dubery, 
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Sarah 
Anderson,  
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Flower, 
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Agnew,  
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Change 

Rowena Welsford, 

Ricky Somal 

Designated IAAs 

IAO  

Communication
s 

Kirk Millis-
Ward 

Designated IAAs 

Senior Information Risk 
Owner 

Darren Cattell 

Caldicott Guardian 

Alistair Flowerdew 
Data Protection 

Officer 

Tony Martin 
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1 Introduction 
 

This Standard Operating Procedure; (SOP) sets out the processes and escalation stages 
which staff must follow when they identify that a hard copy record appears to be missing or 
unavailable. The term record is used to describe anything, which contains information (in any 
media) which has been created, or gathered as a result of any aspect of the work undertaken 
by the Trust. 
 
The term clinical record is used to describe any record relating to a patient or service user in 
receipt of services from the Trust. However, it must be acknowledged that individual patients 
may have more than one record where they are in receipt of services from more than one 
service across the Trust. 
 
Any records not available at the point of being required are classed under the General Data 
Protection Regulations and the Data Protection Act 2018 as an Availability breach. In addition 
to the obvious impact on the patients / data subjects health care if the records are not located 
within a reasonable timescale any incidents of this nature must be notified to the Information 
Commissioner through the Data Security and Protection Incident Reporting Tool.   
 

This SOP extends to the whole Trust and covers all locations where any type of records are 
stored, maintained or used in any capacity, including on Trust sites and in the wider 
community. 
 

 

2 What to do when a record cannot be located on Trust sites 
 

1. When it is apparent that a record (or part of a record) is not available in the expected 
location on Trust sites, the staff member identifying that the record is missing must 
undertake a thorough search of the anticipated file location, and complete in full the 
form at Part 2 within this SOP, ensuring it is clear exactly what is missing i.e. is it part 
of a record or a record relating to a specific service. NB Part 2 must be regularly 
updated at each stage of the process, by all staff members involved to ensure that 
efforts to locate the missing file are coordinated and not duplicated. It is imperative 
that as soon as the missing file is located all relevant staff are notified to stand down 
the search to prevent unnecessary activity and wasted resources. 

 
2. Once the search has been undertaken the staff member must notify the relevant line 

manager, and the relevant Information Asset Owner or their deputy, that either:- 

 
• The record was missing and has now been located. NB It is imperative that 

lessons are learned and systems and processes improved where possible, 
even when the record has been located.  

• The record has not been located despite the thorough search being 
undertaken.  

 
  

2.1 Managers Responsibilities 

 

1. The appropriate manager must seek to establish the last known staff member who 
used or updated the missing record (they may choose to delegate this task to another 
staff member). 

 

2. Once identified the last staff member who handled the missing record must also be 
contacted, and if appropriate asked to contribute to the search. The manager, in 
consultation with the Information Asset Owner where appropriate will determine the 
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level of urgency associated with locating the record and take necessary steps to 
mitigate any risks associated with the record being unavailable. 

 
3. If the staff member is not available another staff member must be requested to 

support the search retracing the steps of the previous searcher to ensure the search 
was conducted thoroughly. 

 
4. Once the second search of the immediate area or possible locations of the record has 

been undertaken, it may be necessary to broaden the search. In order to do this, the 
Manager, must liaise with the Information Asset Owner and explore further who else 
may have had access to the record, for example where the record is being used by 
multiple services, and contact those areas to request that they undertake a 
comprehensive search, this may be coordinated by the Information Asset 
Administrator to Information Asset Administrators across departments. 

 

5. Where a record cannot be located within 24 hours of the record being missing or 
unavailable an incident form must be completed on DATIX under the sub category of 
‘records unavailable or lost’, this should be undertaken by the manager or Information 
Asset Owner, where possible, and they should ensure that they upload the completed 
form at Part 2. The manager reviewing this incident will also need to consider any 
Duty of Candour requirements. At this point the matter must be escalated to the 
relevant Associate Director or equivalent for their consideration. 

 
6. If at any point the record is located, all those who have been involved in the search 

must be notified immediately to prevent unnecessary work being undertaken. In 
addition Appendix A must be updated and uploaded to DATIX. However, it may still be 
necessary to conduct a Root Cause Analysis (RCA) investigation in order to 
determine possible root or contributory factors and take steps to mitigate. The 
decision to undertake an RCA investigation will be determined by the manager, and or 
the Information Asset Owner. 

 

2.2 Information Asset Owner (IAO) 

 

1. The role of the Information Asset Owner in relation to misplaced, missing or 
unavailable records is to ensure that systems and processes used within departments 
to store clinical records are fit for purpose; this includes mitigating any risks 
associated with lost or misplaced records. The IAOs will use information recorded on 
the DATIX management system to support their assessments of these systems and 
processes. It is imperative that the IAOs coordinates root cause analysis 
investigations as and when required in order to establish root and contributory factors 
of incidents and mitigate these factors where possible. 

 
2. Information Asset Owners are required to provide assurance to the Senior Information 

Risk Owner (SIRO) that information risks are being effectively managed across their 
areas of responsibility, and therefore must monitor information governance related 
incidents captured on DATIX, across their areas of responsibility and take action to 
address any risks. Whilst IAOs are responsible for providing assurance to the SIRO it 
is also important that the senior managers within departments (Clinical Directors, 
Heads of Nursing and Quality and Heads of Operations) respond appropriately to 
weaknesses in relation to systems and processes and as such must be provided with 
information in relation to the effectiveness of these systems. 

 

2.3 Associate Director (or equivalent) 
 

The Associate Director must be satisfied that any search undertaken has been robust and 
thorough, and in line with this SOP. Where the thorough search has not resulted in the 
record being located the Associate Director will take one of the following steps:- 
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I. Identify  where  further  searches  are  required  and  ensure  that  these  are 

undertaken in a timely manner.  
II. Formally acknowledge that the record cannot be found, and authorise the creation of a 

secondary (temporary) record to be used until the original record can be located. In 
determining the contents of a temporary file, professional judgement must be used in 
relation to any potential risk factors and ensuring patient safety, whilst being aware 
that the full record may still be located in due course. The temporary file must be 
marked as ‘Temporary’. An entry should be made on Patient Centre case note 
tracking, if appropriate. NB at the point the original record is located, a file note must 
be added to the original record, stating the period of unavailability for the main record, 
and the temporary file must be merged with the main record as appropriate, being 
careful not to duplicate content. 

 

 
2.4  Information Governance Lead and Data Protection Officer 

 
 

1. The IGLO / DPO and the IG Department will ensure that a Master Log for all 
missing Trust records is created and maintained  
 

2  The IGLO / DPO on a quarterly basis will undertake a review of all DATIX 
 incidents categorised as ‘records unavailable or lost’ and contained on the master 
 missing log, and report this to the Information Governance Sub-Committee  
 

3 The IGLO / DPO, will ensure that all relevant incidents are reported to the 
 Information Commissioners Office in line with the NHS Digital Notification of  Data 
 Security and Protection Incidents reporting Tool within the Data Security and 
 Protection Toolkit 
 

2.5  Caldicott Guardian and Senior Information Risk Owner 
 
The Caldicott Guardian and Senior Information Risk Owner will be informed as appropriate – 
either directly or through regular reports created for the Information Governance Sub 
Committee - of any clinical records which as a consequence of not being located are 
identified as an ongoing risk to the Trust as a consequence of potential enforcement action 
from the ICO. Appropriate actions and escalations will be decided on a case by case basis in 
conjunction with the IGLO / DPO. 
 

3 What to do when a record cannot be located in the Community     
 

The Isle of Wight NHS Trust provides a District / Community Nursing service and support for 
people at home through the Locality Home Treatment Teams. The majority of the patient’s 
information is held electronically on SystmOne, however, individual patients may hold a hard 
copy of their records in their own home. The purpose of this is to ensure that all health and 
social care professionals have access to relevant information, particularly around medications 
or individual care plans. This record remains with the patient throughout the episode of care, 
and will be retrieved by Trust staff on patient discharge. 

 

When it is apparent that a clinical record is not available in the expected location, the staff 
member identifying that the record is missing must undertake a thorough search of the 
anticipated file location, and discuss potential file locations with the patient, carer or other 
family member as appropriate in order to try to locate the missing record. 

 

Where following a thorough search it is not possible to locate the file, due regard must be 
given to quality of care issues and steps must be taken to ensure that vital information for 
other health and social care professionals is made available swiftly in the patients home to 
ensure continuity of care. This may be through the creation of a Temporary Record. However, 
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where this is the case the record must be marked as temporary, until the original record can 
be located. At the point the original is located the two files must be amalgamated. 
 
The member of staff identifying that the record is missing must notify their line manager and 
log the incident on DATIX, making it clear that the incident specifically relates to a patient held 
record which has gone missing from their home. 

 

Should the staff member have any concerns in relation to Safeguarding they must discuss 
this with the relevant Trust safeguarding lead. 

 

Should the record be located at a later stage the DATIX record must be updated to reflect 
this. 
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Part 2 
MISPLACED / MISSING /UNAVAILABLE RECORDS – PROCESS 

 
 

 
Data Subject’s Name: 

 

 
Data Subject’s Date of Birth: 

 

 
Reference number (IOW Number/NHS 
Number if patient record): 

 

 
Who requires the record: 

 

 
What purpose is the record required for: 

 

 
Date the record is/was required by: 

 

 
Type of missing record e.g.: Acute, 
Community/District Nursing, ED, Human 
Resources etc. 

 

 
Name of staff member who identified the 
record missing: 

 

 
Designation of staff member who identified 
the record missing: 

 

 
Name of Line Manager informed: 

 

 
Name of Information Asset Owner: 

 

 
Name of staff member last known to have 
handled the record: 

 

 
Designation of staff member last known to 
have handed the record: 

 

 
Date of last known Booking/Tracking or 
when seen: 
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Process to be followed where Records are not available/not found. This checklist must be 

duly completed and passed to your line manager for subsequent action. Two independent 

searches should be undertaken to verify that the record is missing. If the Records are found 

during this search process, still pass this form to your line manager for appropriate action. 

 

Search  One  –  to  be  undertaken  by  the  staff  member  
identifying the record as missing 

Name of person: 

Action required Step Comment and date/time Sign-off 

1 

Where did you expect the 
Records to be located /held? If 
applicable what is the last 
known booking date on Patient 
Centre /PAS or another 
manual tracer system 
 

  

2 
 
 
 
 
 
 
 
 

Where else have you searched 
/ looked? Please list all 
locations. 
 
List all searches and dates 
searched, e.g. shelf 1, shelf 2, 
in filing cabinet 1, boxes on 
floor, etc. 
 

  

3 

Identify who else might have 
taken the record. 
 
E.g. check with other 
sections/departments etc. and 
confirm that they have 
undertaken a reasonable 
search. 

  

4 

Pass this form to your Line 
Manager/Information 
Asset Owner (who will instigate a 
second search). 

  

Line Manager / Information Asset Owner 

5 

Are you satisfied that this first 
search has been thorough 
enough? 
 
Please provide evidence as 
required. 

  

6 If no, what action did you take?   

Second Search – (usually the staff member known to have last 
handled the record): 

Name of person: 
 

 

7 
Where did you expect the 
Records to be located/held? 

  

8 
Where else have you 
searched/looked?  
Please list all possibilities. 

  



 

Records Management Policy  
Version No 9.0   Page 26 of 32 
 

9 

Who else might have taken 
them (list them)? E.g. check 
with other sections / 
departments, etc. and confirm 
that they have undertaken a 
reasonable search. 

  

10 
Pass this form to your Line 
Manager. 

  

Line Manager: 

11 
Are you satisfied that the 
second search has been 
thorough enough? 

  

12 
If not, what action will you now 
take? 

  

13 
Raise the incident on DATIX 
and record the incident 
reference here 

  

14 
Escalate to Associate Director 
(or equivalent) 

  

15 
Signed and Date: 
 

 

Associate Director 

16 
Are you satisfied that the 
search has been thorough 
enough? Please comment. 

  

17 
Other actions/decisions taken 
(please list all) 

  

18 
Signed and Date: 
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Appendix E 

Template Records Management 
 

Standard Operating Procedure 
 

 

 

Document Author Authorised 

Written By:  Information Governance Authorised By: Chief Executive 
Lead and Data Protection Officer 
  

 
  Date: November 2015 Date: 15th December 2015 

Lead Director: Director of Finance, Estates 
and IM&T  
  

  

Effective Date: 28th July 2020 Review Date: 27th July 2021 
  

Approval at: Information Governance Sub-
Committee Date Approved: July 2020 

  
 
 
 

1 Introduction and Objectives 
 
This template records management standard operating procedure (SOP) must be read (and 
completed) alongside the Records Management Policy. The objective of this document is to 
ensure each service within the Trust has a standard operating procedure that details the 
following: 
 

 What type of records the service creates and how (both clinical and corporate) 

 Whether those records are electronic or paper (or both) 

 How the records are transported 

 How the records are accessed and disclosed 

 The appraisal/review of those records (in line with agreed retention schedules) 

 Archive and destruction of those records 

 
This document must be completed by the services Information Asset Owner and Information 
Asset Administrator. For advice and guidance on completing this procedure please contact 
the Information Governance Team.  
 
It is the responsibility of all staff including those on temporary or honorary contracts, agency 
staff and students to comply with this procedure. 

 

Name of Service  

Name of Information Asset Owner   
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2 Standard Operating Procedure 
 

 

Please answer each of the questions (in detail) under each heading and then delete 
the greyed out questions. The greyed out sections also contain some key points for 
consideration. The questions are to aid you in your populating your team/service 
SOP. 
 
Records Creation 
What records do you create within your team/service? How do you create those records? Are 
they paper or electronic?  
 

Record Keeping 
How are records kept within your team/service? Are they kept securely?  
 

Record maintenance (including tracking of record movements) 
Records which need to remain in paper format should be stored securely where they contain 
personal confidential or business sensitive data. Tracking and tracing of records including 
post may be a simple paper log, excel spread sheet or an electronic tracking system. How do 
you track your records when they are moved? How do you ensure your records are 
maintained to a high standard? 
 
 

Access and disclosure 
Who has access to the records you create within your team/service? Are there differing levels 
of access? How is the access controlled? Secure drive, password, smart card? 
Could the records be part of a request for personal records? Could the records be part of a 
Freedom of Information request? What information sharing agreements /legal basis/ guidance 
do you share information under? (Your data flow map will show with whom you share data 
with – is a Data Sharing Agreement required)? 
 

Closure and transfer 
Are records closed within your team/service? Are they transferred and stored in a different 
location? If so, where? Do you know where and how to access them? 
 

Appraisal 
Appraisal refers to the process of determining whether records are worthy of permanent 
archival preservation, as certain records created may be of historical interest to The National 
Archives. Please refer to the Records Management Code of Practice for Health and Social 
Care 2016 for further details.  https://digital.nhs.uk/data-and-information/looking-after-
information/data-security-and-information-governance/codes-of-practice-for-handling-
information-in-health-and-care/records-management-code-of-practice-for-health-and-social-
care-2016 

The purpose of the appraisal process is to ensure the records are examined at the 
appropriate time to determine whether or not they are worthy of archival preservation, 
whether they need to be retained for a longer period as they are still in use, or whether they 

Name of Information Asset 
Administrator 

 

Date of Completion  

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
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should be destroyed (*Please note if this does not apply to the records you create please 
state not relevant)  
. 
 

Archiving 
Do you regularly archive records in your service? Do you annually create an archive folder to 
transfer electronic information to with a destruction date in the folder title? If you consider the 
records your team/service are creating may need to be archived you should consider how, 
where, why. Are there any off site storage facilities? When you archive records ensure a log 
is kept of what records are archived and ensure that the box is appropriately labelled. Please 
create a retention schedule at the end of this SOP detailing how long you must keep your 
records for. Please refer to the Records Management Code of Practice 2016 (link above) for 
a list of records and the agreed retention schedule (Appendix 3, Page 54 onwards) 
 

Disposal 
Disposal is the implementation of appraisal and review decisions and the term should not be 
confused with destruction. A review decision may result in the destruction of records but may 
also result in the transfer of custody of records, or movement of records from one system to 
another.  

Records should not be kept longer than is necessary and should be disposed of at the right 
time. Unnecessary retention may also incur liabilities in respect of the Freedom of Information 
Act 2000 and the DPA 2018 and GDPR. The GDPR also stipulates that we should not retain 
personal data longer than is necessary (unless there is a legal reason or other justifiable 
reason, for e.g. the ongoing provision of care).  

Staff members must seek specialist advice from the Information Governance team when 
considering destruction of the organisation’s records through a commercial third party.  

Staff members must seek specialist advice from the Information Governance Team when 
considering off-site storage of the organisation’s records with a commercial third party.  

How do/will you dispose of your records? Describe the process 

 
Retention Schedule 
 

Type of Record Retention Period  Action at end of retention 
period 
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3 Key Points for Consideration for Good Records Management 

 
Paper Records 
 

 A uniform filing system should be implemented to ensure that documents are grouped 
appropriately and consistently.  

 Records that are frequently used should be stored within secure filing cabinets or 
secure areas (locked rooms, coded areas).  

 Records that are not frequently or not used at all should be stored in secure rooms or 
an approved off-site storage facility.  

 Records no longer needed which do not need to be kept according to the retention 
timeframes should be destroyed. 

 The filing system should also be kept simple and easy for all to understand.  

 Standard Operating procedures will ensure that all staff within your assigned area can 
follow the same filing procedure.  

 Cross-referencing for specific services e.g. physiotherapy, is a key element to identify 
documentation associated to the same record  

 Line management should be consulted whether records are to be kept manually or 
electronically. This will also help determine the definitive (original version) record.  

 Creating folder responsibility should be a limited function and assigned to specific staff 
only. This will reduce the chance of duplication, loss of information and the 
requirement for more storage space. Should a member of staff require a new folder to 
be created, they will need to be granted permission from the lead administrator.  

 Paper files should be labeled accurately and helpfully. Labels should be brief, 
accurate, have a meaningful description of the contents, and intelligible to both current 
and future members of staff, where applicable appropriate record management 
templates should be used. 

 Version controls should be applied and periodically reviewed.  

 All paper files should be reviewed at the end of every financial year. This will identify if 
records need to be retained, archived or destroyed. Tracker cards to include who uses 
the file, location of where the file is situated and also retention review date should also 
be incorporated.  

 Should the file contain personal confidential data, it is important that this is not added 
to the title of the record and should be kept in a secure location.  

 Page numbering confidential files will confirm if pages have been removed or are 
missing.  

 Permission to access personal confidential data should be restricted to staff who 
require legitimate access for their role.  

 Records should be review on a periodic basis to ensure that destruction rules apply.  
 
Electronic Records 
 

 Electronic files should be named accurately; they should be simple and easy for all to 
understand. Standard Operating procedures will ensure that all staff within your 
assigned area can follow the same filing procedure. 

 Creating folder responsibility should be a limited function and assigned to specific staff 
only. This will reduce the chance of duplication, loss of information and the 
requirement for more storage space. Should a member of staff require a new folder to 
be created, they will need to be granted permission from the lead administrator.  

 All electronic files should be reviewed at the end of every financial year. This will 
identify if records need to be retained, archived (Zipped in secure folder).  

 Each assigned area should compile a list of standard terms and uniform terminology 
as naming conventions for files and folders.  

 Version controls should be applied and periodically reviewed.  
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 Records with personal confidential data should be controlled through the use of logins, 
password protection and encryption.  

 All associated electronic documentation should be contained in a Zipped file, 
accurately named/dated and stored within a secure folder on the organisation’ network 
once a project is completed. This will decrease storage space and will keep all 
common documentation together.  

 Computers that hold confidential information should be located in rooms that have 
lockable doors or if not possible should be secured to the desktop. Laptops and 
portable devices must be encrypted and stored securely out of sight. 

 

Archiving, Retention and Disposal Process including Off-site Storage  

To avoid breaches, incidents and information loss, it is important for departments to ensure 
that retention, retrieval and disposal procedures are followed.  

Each team should have a programme of archiving for records held onsite. The following 
options should be used when considering records for destruction: 
 

1. Confidential Shredding. Teams should ensure all confidential documents are 

disposed of confidentially. Staff have access to designated confidential waste boxes. 

Confidential waste is shredded on a regular basis by an approved contractor. 

Confidential waste should not be disposed of within recycling and personal waste 

bins. Black bin liners should not be used to store or dispose of confidential 

information. 

2. Destruction of Electronic Equipment 

All electronic equipment that store personal and sensitive information i.e. CDs, DVD –

Roms, USB sticks, computers etc. require specialist destruction and certification 

through the Trusts IT department.   
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Labelling of archive boxes proforma 
 
 

Department / Service 
 
_______________________ 
 
 

Box Number       _______________________ 
 
 

Contents Description _______________________ 
 
  _________________________________________ 
 
 

Date of information    _______________________
  
 

Contact person      _______________________ 
 
 

Contact number  _______________________ 
 
 

Keep until          _______________________ 
 


